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5 Multiple Level (ML), Integrated Sector Format (ISF), Error Correction Code (ECC) 

Encoding And Decoding Processes For Data Storage Or Communication Devices And Systems 

Cross-reference To Related Applications 
The present application is related to U.S. Patent No. 5,946,328, issued on August 31, 1999, 
10 invented by Cox et al., and assigned to the assignee of the present invention, which is herein 
incorporated into the present application by this reference. 

Field Of The Invention 

The present invention relates generally to data storage or communication devices and systems, 
15 and more particularly to a multiple level (ML), integrated sector format (ISF), error correction code 
(ECC) encoding and decoding processes for data storage or communication devices and systems. 



''"^ ' Backgroimd Of The Invention 

0 In data storage devices and systems such as, for example, hard disk drives (HDD), the 

^l!' 20 combination of poor write/read conditions and low signal-to-noise ratio (SNR) data detection is likely to 
hi cause a mixed error mode of long bursts of errors and random errors in data sectors stored on the disk. 

Typically, byte-alphabet, Reed-Solomon (RS) codes are used to format the stored sector data bytes into 
codewords protected by redundant check bytes and used to locate and correct the byte errors in the 
codewords. Long codewords are more efficient for data protection against long bursts of errors as the 
25 redundant check byte overhead is averaged over a long data block. However, in data storage devices, 
long codewords cannot be used, unless a read-modify-write (RMW) process is used because the present 
logical unit data sector is 5 12 bytes long and present computer host operating systems assume a 5 12 byte 
long sector logical unit. Each RMW process causes a loss of a revolution of the data storage medium. 
Losing revolutions of the data storage medium lowers input/output (I/O) command throughput. 
30 Therefore, frequent usage of the RMW process becomes prohibitive because it lowers I/O command 
throughput. 

Rather than uniformly adding check bytes to short codewords to correct more random errors in 
the short codewords, U.S. Patent No. 5,946,328, issued on August 31, 1999, invented by Cox et al., and 
assigned to International Business Machines Corporation, discloses a method and meam for generating 
35 check b)^es that are not rigidly attached to a short codeword but are shared by several short codewords 
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in an integrated interleaved Reed-Solomon (RS) Error Correction Coding (ECC) format. Interleaving is 
a commonly used technique by which the bytes in a data sector are split into several byte streams, each 
of which is encoded separately, and thus constituting a short Reed-Solomon codeword. A reason for 
interleaving is to split the errors in a sector among several codewords, thus avoiding the need to build in 
5 hardware a very complex Reed-Solomon decoder that can correct a very large number of errors. In the 
presence of random errors, distinct interleaves may be affected differently, to the effect that a sector can 
fail on-the-fly (OTP) correction due to an excess of a small number of random errors in one interleave. 
At low SNR's the probability of such sector failures increases due to an xmeven distribution of random 
errors among the interleaves. U.S. Patent No. 5,946,328 addresses this specific problem of sector 

10 failures due to random errors exceeding the OTP correction capability in one interleave by using shared 
check bytes in an integrated interleaving two-level ECC format. 

In U.S. Patent No. 5,946,328, the method Mid means for generating shared check bytes for a 
two-level ECC among a plurality of interleaves is implemented by performing byte-by-byte summation 
of all interleaves prior to encoding as well as the repeated byte-by-byte summation of all resulting 

15 codewords obtained after encoding. This requires that the interleaved data strings be simultaneously 
available for byte-by-byte simmiation, as is the case when the combiaed interleaves constitute a single 
data sector. Each individual interleave, as well as their sum, are encoded by Reed-Solomon encoders 
where the interleave simi codeword has more check bytes than each individual interleave codeword. 
Summation of the codewords produces a summed interleave codeword that is equally protected against 

20 random errors as all the other interleave codewords. The summed interleave codeword is longer, where 
the additional bytes are potential check bytes for any one interleave codeword with an excess of random 
errors provided that the remaining interleave codewords do not have errors in excess of the OTP ECC 
capability. 

The combination of low SNR detection and poor write/read conditions may result in both 
25 random errors as well as long bursts of byte errors ( "mixed error mode") becoming more and more 
likely at high areal densities and low flying heights, which is the trend in HDD industry. The occurrence 
of such mixed error mode combinations of random as well as burst errors is likely to cause the 5 12 byte 
sector interleaved OTP ECC to fail resulting in a more frequent use of a data recovery procedure (DRP) 
which involves rereads, moving the head, etc. These DRP operations result in the loss of disk 
30 revolutions that causes a lower input/output (I/O) throughput. This performance loss is not acceptable in 
many applications such as audio-visual (AV) data transfer, for example, which will not tolerate frequent 
interruptions of video data streams. On the other hand, uniform protection of all single sectors against 
both random as well as burst errors, at the 512 byte logical unit sector format, would resiilt in excessive 
and unacceptable check byte overheads. Such check byte overheads also increase the soft error rate due 
35 to the increase in linear density of the data. 
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Long block data ECC, such as 4 K byte physical block comprising eight sectors, for example, 
could be a solution for some applications, but it would require a change in the operating system 
standard, unless read-modify-write (RMW) is accepted when writing single 512 byte sectors. Present 
operating systems are all based on a 512 byte long sector logical unit. RMW is required to update the 
5 long physical block check bytes. Thus, when a single 512 byte sector is written, the other sectors m the 
long block need to be read, the long block check bytes need to be recalculated, and the whole long block 
is then rewritten. Hence, the RMW causes an I/O throughput performance loss that is generally 
unacceptable for typical HDD operation. 

Therefore, it would be desirable to have an ECC format for a data storage device that has a low 
10 sector failure rate for the mixed error mode of random error and burst error, that avoids frequent DRP or 
RMW use, and that also has an acceptable check byte overhead. Accordingly, there is a need for a 
multiple level (ML), mtegrated sector format (ISF), error correction code (ECC) encoding and decoding 
process for data storage devices and systems or communication devices and systems. 

Q 

.SSJ3. 

y 15 Summary Of The Invention 

Q A method and apparatus for encoding and decoding blocks of multiple sectors of data bytes to 

detect and correct data bytes in error in each sector, 
i jl According to one aspect of the present invention, the method and apparatus generates sector 

level check bytes for each sector in the block responsive to the data bytes in each sector according to a 
i2 20 first level of an error correction code, and generates block level check bytes for a predetermined sector 
in the block responsive to the sector level check bytes of various sectors, including the predetermined 
sector, according to at least a second level of the error correction code. The method and apparatus 
processes the block to detect and correct data bytes in error in each sector within the capability of the 
sector level check bytes, to detect and correct data bytes in error in the at least two sectors that exceed 
25 the correction capability of the sector level check bytes but within the correction capability of the block 
level check bytes, or to indicate that the data bytes in error in the at least two sectors exceed the 
correction capability of each of the sector level check bytes and the block level check b5^es. 

According to another aspect of the present invention, the method and apparatus re-generates the 
block level check bytes for the at least one sector responsive to the data bytes in error detected in each 
30 sector. 

According to another aspect of the present invention, the method and apparatus disables the step 
of generating the block level check bytes when the write command is fragmented and is less than or 
equal to one multi-sector block of data bytes. 

According to another aspect of the present invention, each sector has 512 data bytes and each 
35 block has eight sectors. 
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According to another aspect of the present invention, the blocks represent audio and visual 
information. 

According to another aspect of the present invention, the at least two sectors are adjacent to 
each other. 

5 According to another aspect of the present invention, a controller for a data storage device 

receives logical block addresses (LBAs) from a host operating system for each write/read command. 
The LBAs are translated into physical locations within blocks located on a track of a movmg storage 
medium of a data storage device. The step of generating is controlled when writing data bytes 
responsive to the LBAs. The step of processing is controlled when reading data bytes responsive to the 
10 LBAs. 

These and other aspects of the present invention are described in further detail with reference to 
the following figures and detailed description of the preferred embodiments, and as set forth in the 

3 appended claims. 

4 1 5 Brief Description Of The Drawings 

=^ FIG. 1 illustrates a partial data flow for write and read paths of a hard disk drive (HDD) for an 

ri on-the-fly (OTF) calculation and appending of check bytes to form and record linear error correction 

code (ECC) codewords and for detection and correction of linear ECC codewords read from a disk's 
tracks, in accordance with the prior art. 
20 FIG. 2 illustrates a multiple level (ML), integrated sector format (ISF), error correction code 

(ECC) (ML-ISF-ECC) encoding scheme in the form of a binary tree, in accordance with a preferred 
embodiment of the present invention. 

FIGs. 3A, 3B, 3C and 3D illustrates a method and an apparatus for ML-ISF-ECC encoding for 
particular examples of N = 4 sectors, n = 3 levels and N = 8 sectors, n = 3 levels, in accordance with a 
25 preferred embodiment of the present invention. 

FIG. 4 illustrates a ML-ISF-ECC encoder circuit for a particular example of N = 4 sectors, n = 3 
levels, in accordance with a preferred embodiment of the present invention. 

FIG. 5 illustrates a single track physical sector format of a hard disk drive (HDD) for use with 
the ML-ISF-ECC of FIGs. 2, 3 and 4, in accordance with a preferred embodunent of the present 
30 invention. 

FIG. 6 illustrates a method for generating syndromes for decoding ML-ISF-ECC data, for a 
particular example of example N == 4 sectors, n == 3 levels, in accordance with a preferred embodiment of 
the present invention. 

FIG.7 illustrates a flowchart describing the multiple level (ML), integrated sector format (ISF), 
35 error correction code (ECC) (ML4SF-ECC) encoding process. 



Docket Number: ARC9-200 1 -0055-US 1 -Hassner et al 

FIG.8 illustrates a flowchart describing the multiple level (ML), mtegrated sector format (ISF), 
error correction code (ECC) (ML-ISF-ECC) decoding process. 

Detailed Description Of The Preferred Embodiment 

FIG. 1 illustrates a partial logical view of a disk drive and a portion of the read path and the 
write path, in accordance with the prior art. A disk drive, also termed a direct access storage device, 
comprises a cyclically-rotated magnetic disk 1 , a radial or axially movable access arm 5 tipped with an 
electromagnetic transducer 3 for either recording magnetic flux patterns representing sequences of 
digital binary codewords along any one of a predetermined number of concentric tracks on the disk, or 
reading the recorded flux pattems from a selected one of the tracks and converting them into codewords. 

When sequences of digital binary data are to be written out to the disk 1, they are placed 
temporarily in a buffer 1 5 and subsequently processed and transduced along a write path or channel (1 7, 
19, 7, 5, and 3) having several stages. First, a predetermined number of binary data elements, also 
termed bytes, in a data string are moved from the buffer and streamed through the error correction code 
(ECC) write processor 17. In processor 17, the data bytes are mapped into codewords drawn from a 
suitable linear block or cyclic code such as a Reed-Solomon (RS) code, as is well appreciated in the 
prior art. Next, each codeword is mapped in the write path signal-shaping unit 1 9 into a run length 
limited or other bandpass or spectral-shaping code and changed into a time-vaiying signal. The time- 
varying signal is applied through an interface 7 and thence to the Avrite element in a magnetoresistive, or 
other suitable transducer 3, for conversion into magnetic flux pattems. 

All of the measures starting from the movement of the binary data elements from buffer 15 until 
the magnetic flux pattems are written on a selected disk track as the rotating disk 1 passes under the 
head 3 are synchronous and streamed. For purposes of efficient data transfer, the data is de-staged 
(written out) or staged (read) a disk sector at a time. Thus, both the mapping of binary data into Reed- 
Solomon codewords and the conversion to flux producing time-varymg signals must be done well within 
the time interval defining a unit of recording track length moving under the transducer. Typical units of 
recording track length are equal fixed length byte sectors of 5 12 bytes. 

When sequences of magnetic flux pattems are to be read from the disk 1, they are processed in a 
separate so called read path or channel (7, 9, 11, and 13) and written into buffer 15. The time-varying 
signals, sensed by transducer 3, are passed through the interfece 7 to a signal extraction unit 9. Here, the 
signal is detected and a decision is made as to whether it should be resolved as a binary 1 or 0. As these 
Ts and O's stream out of the signal extraction unit 9, they are arranged into codewords in the formatting 
unit 1 1 . Since the read path is evaluating sequences of RS codewords previously recorded on disk 1 , 
then, absent error or erasure, the codewords should be the same. In order to test whether that is the case, 
each codeword is applied to the ECC read processor 13 over a path 27 from the formatter. Also, the 
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sanitized output from the ECC processor 13 is written into buffer 1 5 over path 29. The read path must 
also operate in a synchronous data streaming manner such that any detected errors must be located and 
corrected within the codeword well in time for the ECC read processor 13 to receive the next codeword 
read from the disk track. The buffer 15 and the read and write paths may be monitored and controlled 
5 by a microprocessor (not shown) to ensure efficacy where patterns of referencing may dictate that a path 
not be taken down, such as sequential read referencing. 

U.S. Patent No. 5,946,328 describes, by example, encoding three interleaved codewords within 
a single sector. In the preferred embodiment of the present invention, two interleaved codewords are 
encoded, for example, according to the teachings of U.S. Patent No. 5,946,328. The two data byte 

10 strings are represented by the polynomials mi(x) and by m2(x); whereas, the check bytes shared by the 
byte-by-byte summation of the pair are denoted by r^x) . In this polynomial notation, the bytes are 
represented as the Galois field coefficients of the powers of the variable, where the latter give their 
actual order or relative location. The encoder generator polynomials for the two level ECC are given by 
the polynomials in equations (1) and (2), whose roots are consecutive powers of the k=8 Galois field 

15 generator. 



^ First level giW=n(^"«') 

Second level (x)= H > 



^ The byte correction capability of the corresponding codewords is h and tz . Note that t2 is 

greater than tu because the correction capability of the second level is larger than that of the first level. 
Q 20 The present description assumes that = 2 and ^2 = 4 for sunplicity and concreteness. The check bytes 
' of the codeword are computed by using equations (3) and (4) and (5). 

{m^ (x) + m2 {x)}x^ = (x) + r' (x) mod g2 (x) (3) 

25 /Mj (x)x^ = Tj (x) mod (x) (5) 



The two encoded data byte strings ( mi(x) and m2(x) ) are shown as follows. Here, 0000 is used 
to describe four zero bytes. 



30 



mi 



0000 ri 



W2 



6 
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Each codeword has the correction capability of ^i. When these two codewords are written to the 
disk, the 0000 are not written in the first codeword. The four zeros serve an illustrative purpose only 
becaxise they make it possible to show the alignment of check bytes. According to the preferred 
embodiment of the present invention, an important feature of the present encoding scheme is that a byte- 
by-byte summation of two interleaved codewords has correction capability of fe. 



This is easily verified by ri(jc)+r2(x)=r'(x). Therefore, if the number of errors is less than h in one 
codeword, we can correct up to ?2 bytes in error in another codeword. 

FIG. 2 illustrates a multiple level (ML), integrated sector format (ISF), error correction code 
(ECC) (ML-ISF-ECC) encoding scheme in the form of a binary tree, in accordance with a preferred 
embodiment of the present invention. The binary tree generalizes the coding scheme to 2'''^ codewords. 
For exan^le, the binary tree has three levels of coding in the n = 3 case. The code generating 
polynomial of the third level is described in equation (6) as follows. 



.(6) 



In the preferred embodiment of the present invention, when = 6 the N == 4 sector encoded data byte 
strings (mi(x), ntiipc), Tm{x), m4(x)) are shown as follows. 



mi 



W3 



0000 0000 



0000 



0000 



0000 



W4 



n 



The check bytes of each codeword are computed according to the following equations (7), (8), 
(9) and (10). 



{m^+m2+m^+m^}x^^-r^{x)x^ -^r\x)x'^ -\-r''(x)modg^(x) (7) 

{m^-^m^}x^^+r^{x)x^ =^rj^{x)x'^ +r''Xx)modg2(x) (8) 

m^x^^^ (x)x^ + (x)x^ = {x) mod gj {x) (9) 
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m^x^^- r^(x)modg^(x) 



.(10) 



The computation of r\(x) and r2(x) is done in the same manner as described above. Each 
codeword has correction capability oftu As in the two level coding example described above, the zeros 
5 are eliminated when data is written to the disk. However, the byte-by-byte summation of the two 
codewords generates a codeword that has correction capability of ti. 



10 



771 



0000 



n 



Further, the byte-by-byte summation of all codewords generates a codeword that has correction 
capability of h. 



Jf 15 



Next, the encoding rule is generalized to an arbitrary number of levels n (k = 2^n), as described 

in FIG. 2, by using the binary tree representation. Mi Mk-i represent the nodes of the binary tree. 

The nodes from M(k/2) to M^.i are set to the data strings, for example, M(k/2) to the data string ntu and so 
20 on. 

The remaining Mj are defmed by adding the all mi in branches connecting to Mj . Also, let the 

correction capability of each level codeword tn>tn,i > >t2> tilths generation polynomial 

gn{xX gn-i(x), , glix), gi(x). Note that gkW can be divided by g^.iix). 

The encoding algorithm is generally stated as described in the following steps. 



25 



30 



toMn 



Step 1: p= 1, q = n. 

Setr,(x)to0(i=l,2, k-1) , 

Add 0 of 2^nbytes to all Mi (i =1,2, k-1). 

Go to Step 2. 

Step 2: If p is odd, Mp== Mp + rs{x), else nothing. Here s (< p) is integer as Ms directly connects 

Next, divide Mpby gq(x) and get the remainder r(jc). 
Finally, rp{x) is computed by the following equation. 
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r (x)= X (Terms of degree k in (x)) + £ (Terms of degree k in M ) 



Step 3: Setp = p+ 1. 

If p = k, then end; else go to Step 4. 

Step 4: If p = 2^ (r integer), then q = q - 1. 
Go to Step 2. 



10 

FIGs. 3 A, 3B, 3C and 3D illustrate a method and an apparatus for ML-ISF-ECC encoding for 
particular exanq)les of N = 4 sectors, n = 3 levels (FIGs, 3A and 3B) and N = 8 sectors, n = 3 levels 
(FIGs. 3C and 3D), in accordance with a preferred embodiment of the present invention. 

More particularly, FIGs. 3 A and 3B illustrate a first example of a four sector integrated fonnat 
1 5 (i.e., N = 4) and a three level ECC (n = 3). Fig. 3A illustrates, at each node of the binary tree, the 

registers used to store the cumulative check sums. Fig. 3B illustrates how the content of these registers 
is combined to generate the integrated format checks using explicit equations for each of the check byte 
sets. 

More particularly, FIGs. 3C and 3D illustrate a second example of an eight sector integrated 
20 format (i.e., N = 8) and a three level ECC (n = 3). As in the first example, FIG. 3C illustrates, at each 
node of the binary tree, the registers used to store the cumulative check sums. Likewise, FIG. 3D 
illustrates how the content of these registers is combined to generate the integrated format checks using 
explicit equations for each of the check byte sets. 

These two examples are illustrated, without limitation, to demonstrate that the present ML-ISF- 
25 ECC method for encoding and decoding is completely general and valid for any number, N, of 

integrated sectors, for any number, n, of ECC levels, and for any desired pattern for combining sectors 
within a physical block of N sectors to provide shared check bytes in a ML-ISF-ECC encoding and 
decoding scheme. 

FIG. 4 illustrates a ML-ISF-ECC encoder circuit for a particular example of N = 4 sectors, n = 3 
30 levels, in accordance with a preferred embodiment of the present invention. The ML-ISF-ECC encoder 
circuit describes the encoding for the integration of N = 4 sectors denoted by {ml,m2,m3,m4} into a n = 
3 level ECC which is represented by Cl=[ml,rl], C2=[m2,ra,r2], C3=[m3,r3] and C4=[m4/c,rb,r4]. 
There are three encoders corresponding to the n = 3 levels of ECC which are described by the 
polynomials {gl(x),g2(x),g3(x)}. Unlike the encoder embodiment in U.S. Patent No. 5,946,328 which 



9 
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generates the multiple level shared check bytes by encoding the byte-by-byte summation of the 
individual codewords, the ML-ISF-ECC encoder circuit in FIG. 4 does not require that all four data 
strings be available simultaneously for byte-by-byte summation. Rather, the ML-ISF-ECC encoder 
circuit in FIG. 4 sums the check bytes of the multiply encoded data strings. This is an important feature 
5 of the present invention that renders the ML-ISF-ECC encoder circuit practical. Distinct sectors cannot 
be made available simultaneously for byte-by-byte simmiation in a practical manner, without 
encountering a severe HDD performance degradation. 

Ordinarily, the write command issued in micro-code by the host operating system to the HDD 
controller is a request for continuous data transfer, as the HDD must move the head to the location of the 

1 0 target sector before writing on the disk. The operand of the write command specifies a starting logical 
block address (LBA) and the number of sectors to be written. If the starting LBA or the ending LBA are 
integers that are not divisible by N (i.e., the number of sectors integrated within a long physical block) 
the apparent implication is that the remaining sectors within the block determined by these LBAs must 
be read to update their shared check bytes, i.e., by using a read-modify-write (RMW) process. This 

1 5 procedure may or may not be acceptable fi-om the overall system performance viewpoint. 

Provided the use of RMW is not acceptable then the occurrence of such starting and ending 
LBA's are the cause of fiagmentation that which in the present embodiment of ML-ISF-ECC encoding 
and decoding scheme can be handled by using only the CI byte checks in these instances or those multi- 
sector physical block-level checks that are available within the fi-agmentation, for example C2-check 

20 bytes may be compatible but C3-check bytes may not. As the C 1 , C2 and C3 check bytes are computed 
and stored in separate registers, their separate writing use can be easily controlled. The flexibility of the 
present embodiment makes it possible to avoid the RMW penalty caused by fi:agmentation, at the 
expense of maintaining only CI protection, or multi-sector physical block level protection that is 
compatible with the fragmented data. Usually, in audio-visual (AV) applications, most of the data 

25 transfers are made in large blocks, and most of the data transfer will be CI, C2 and C3 protected. 

Furthermore, either RMW is acceptable as it is invoked only at a very low frequency, or the fragmented 
data that is only CI or C2 protected will typically be a small fraction of flie total data stored on the disk. 

The write command issued by the host computer is the starting LBA, LBA_1 , and the number of 
sectors, Kl, to be written sequentially [LBA_1,K]. By logical to physical translation, each LBA 

30 identifies an N sector block on the disk, as well as the position of the specific sector within that N block. 
Provided that this position is the first sector in the N block and that K is an integer multiple of N, the 
data can be written in the integrated sector format (ISF) with the shared check bytes calculated as 
illustrated in the example described herein. However, if there is fragmentation either or both at the 
beginniug and the end of the write command, i.e., LBA_1 is not the first sector within the specified N 

35 sector block and/or K is not an integer multiple of N, then the stored multiple level cumulative checks 

10 
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may have no purpose. In a fragmented block, the shared checks can be arbitrarily chosen, for example 
zeros, and only the CI checks maintain their validity. Depending on the location of the fragmentation 
within the N sector block, some shared multiple level checks may maintain their validity. A finite state 
machine (FSM) whose states are determined by [LBA_.1,K] preferably controls the ML-ISF-ECC 
5 encoder to optimize the preserved number of multiple level check bytes. 

FIG. 5 illustrates a single-track physical sector format of a hard disk drive (HDD) for use with 
the ML-ISF-ECC of FIGs. 2, 3 and 4, in accordance with a preferred embodiment of the present 
invention. In the preferred embodiment of the present invention, multiple sectors (N = 4 sectors), 
integrated by multiple ECC levels (n = 3 ECC levels) are located on one track. Alternatively, the 
1 0 sectors may be located on different tracks. 

Assuming each sector consists of three interleaves (i.e., 3 codewords), 4 sectors are located on 
one track. In the preferred embodiment of the present invention, the sectors that are integrated into a 
long physical block are located adjacent to one another. Let my (i: sector, j: interleave) represent each 
codeword (interleave) in the sector. The arrangement of the sectors on the disk is shown in FIG. 5. 

15 

Note that the arrangement of each symbols in each interleave (codeword) is not shown in the 
FIG. 5. As mentioned before, the zeros are not written on the disk. The check bytes (rn, rai, rsi, r4i, r^u 
rbi , Tci) are computed by using the same interleave of four sectors ( mn, mai, msi, nui). The other check 
bytes are computed in the same manner. 
20 When data is read from the disk, the operation is the same as a known read operation if the 

number of errors is equal to or less than ti. In this case, there is no need to read the other integrated 
sectors. The ML-ISF-ECC data is decoded by combining syndromes as fijrther described with reference 
to FIG. 6. 

FIG. 6 illustrates a method for generating syndromes for decoding ML-ISF-ECC data, for a 
25 particular example of N = 4 sectors, n = 3 levels of ECC, in accordance with a preferred embodiment of 
the present invention. The example of the method for generating syndromes for decoding ML-ISF-ECC 
data corresponds to the encoder described in FIG. 3A and 3B. The same storage elements used to store 
check bytes can be used to store the syndromes, as there is a complete correspondence between the two 
processes. The decoding algorithm generalizes easily for an arbitrary number of sectors, N, and an 
30 arbitrary number of ECC levels, n. 

The following steps describes the method for generating syndromes for decoding ML-ISF-ECC 

data. 

Step 1: Compute CI syndromes of codewords (interleaves). 

If the syndromes are not zero, the Reed Solomon decoder circuits in the hard disk 
35 controller tries to compute the location and values of errors. 

11 
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Step 2: Check the Cldecoding results. 

If all CI decoding succeeds, then exit; otherwise, choose the codeword for which CI 
decoding does not succeed and go to Step 3. 

5 

Step 3: Check the Cldecoding status of other sectors (interleaves) that constitute the integrated 
block of sectors. 

If it enables more error correction by using C2 check b3^es for the sum of two 
codewords, go to Step 4; otherwise, go to Step 5. 

10 

Step 4: Compute the C2 syndromes for the bmary addition of two codewords, which are the bad 
codeword ^d its pair codeword corrected by CI decoding results in binary tree and try decoding (using 
either hardware and/or software) using the new C2 syndromes. 
;S If decoding succeeds, then end; otherwise, go to Step 5. 

15 

'r^ Step 5: Check the decoding status again, if it enables more error correction by using C3 check 

Ml-. bytes of corresponding to the simi of four codewords, go to Step 6; otherwise, the decoding fails and 

i ""I 

''- ' stop. 

rj Step 6: Compute C3 syndrome for the binary addition of four codewords corrected by CI 

20 decoding results and try decoding (preferably by software, alternatively by hardware) using the new C3 

7^ syndromes. 

Q1 If decoding succeeds, then stop; otherwise, the decoding fails and stop. 

Note that the C2 and C3 syndromes for the integrated sector block, in Steps 4 and 6, are updated 
25 by using the error locations and error values as calculated by the CI decoder. Therefore, the higher level 
C2- ECC and C3 -ECC is completely compatible with the single sector Cl-ECC. 

The proposed format corrects more errors when the sector has both long error bxjrst and random 
errors (i.e., the mixed error mode) that is common for data storage and communication devices and 
systems. The advantages of the present invention are described by comparing the following two cases. 
30 Case 1 : Prior Art (U.S. Patent No, 5,946,328) 



mi 



W2 



35 
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W3 



The number of check bytes rz, rs, ^4 is 10 bytes and rs is 8 bytes. The total number of check 
bjlies is 48 bj^es. 

Case 2: Preferred Embodiment Of The Present Invention 



mi 



m2 



fH4 



The nxmiber of check bytes ri, r2, rs, r4 is 10 bytes, rs, is 2 b3rtes, ry is 4 bytes. The total 
number of check bytes is 48 bytes. Therefore, the overhead due to the number of check bytes in both 
cases is the same. 

Table 1, shown below, illustrates a number of correctable error patterns, in accordance with the 
prior art. Table 2, shown below, illustrates a number of correctable error patterns, in accordance with 
the present invention. 

The check bytes ^5, rg are used to correct random error. The number of errors in each 
codeword are denoted by (61,62,63,64). For example, (5,6,7,8) means that the first codeword has an error 
of five bytes, the second codeword has an error of 6 bytes, the third codeword has an error of 7 bytes, 
and the fourth codeword has an error of 8 bytes. 

If both a burst error of 20 bytes and a random error exist together in the mixed error mode, then 
the number of correctable error pattern is as follows. 

Case 1: Prior Art (U.S. Patent No. 5,946,328) 



Number Error bytes/Codeword Total error bytes 

4 (5,5,5,6) 21 bytes 

4 (5,5,5,7) 22 bytes 

4 (5,5,5,8) 23 bytes 

4 (5,5,5,9) 24 bytes 
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Table! 



Case 2: Preferred Embodiment Of The Present Invention 



Number 



Error bvtes/Codeword Total error bvtes 



4 



8 



8 



8 



(5.5.5.6) 21 bytes 

(5.5.5.7) , (5,6,5,6) 22 bytes 

(5.5.5.8) , (5,6,5,7) 23 bytes 
(5,6,5,8) 24 bytes 



Table 2 



As Table 2 shows, the error pattern (5,5,5,9) is not correctable, but can correct for a more 
probable error pattern like (5,6,5,6), assuming the occurrence of random error. 

Actually, to choose the integrated sector format (ISF) and decide on its parameter, an analysis is 
made of what kind of error types remains uncorrectable after OTP CI error correction. For example, if 
the error pattern (5,5,5,9) frequently happens and dommates the error rate, then case 1 is better than case 
2 and one could decrease ri, r2, rs, r4 and increase rs to improve performance. An advantage of the 
proposed format is to increase the correctable error pattern. 

A problem of data integrity in HDDs is to be able to correct long bursts that cause hard errors. 
Such hard errors can cause the complete failure of the HDD device, requiring its replacement. Because 
these errors can consist of a large number of bytes, their OTF correction is not practical, both from the 
viewpoint of check byte overhead as well as from the viewpoint of hardware decoder complexity. 
However, if the long burst error correlation among adjacent sectors is low, these errors can be corrected 
by the C3 level ECC. Further, the distribution of check bytes among the CI, C2 and C3 levels can be 
adjusted to fit various signal pattems, such as the burst length as well as the random error distributions, 
which is preferably determined by measurement. Hence, the distribution of check bytes among the CI, 
C2 and C3 levels may be dynamically adjusted by analyzing the signal pattern of a past or a presently 
processed data burst to better correct for errors in data bursts to be processed m the future. The range of 
correction choices becomes more complicated as they involve a higher level of correction. In these 
circumstances, a software implementation on a dedicated microprocessor offers the flexibility necessary 
in analyzing and correcting complex error pattems. 

The C3 level ECC may be considered as part of the data recovery procedure (DRP). 
Specifically, an initial step in the DRP procedure is designed to minimize the revolution loss for sector 
recovery. Deeper DRP steps are increasingly revolution consuming and further reduce the I/O 
throughput. Preferably, the C3 level ECC is designed to minimize the usage of deep DRP steps. 
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FIG.7 aiustrates a flowchart describing the multiple level (ML), integrated sector format (ISF), 
error correction code (ECC) (ML-ISF-ECC) encoding process 700. 

At step 701, the '"Logical-to-Physical Translation" describes a write command from a host 
operating system consisting of an LBA and the number of sectors to be written sequentially. Both the 
LBA and the number of sectors to be written sequentially are translated into a sector location within an 
N-sector physical block and a number of adjacent blocks. 

At step 702, a determination is made whether the initial and/or final physical block is 
fragmented. In the preferred embodiment of the present invention, a fragmented block is a block havmg 
less than eight sectors of data. For long sequences of information, a fragmented block typically occurs 
at the beginning and/or end the information to be written. Because the blocks are typically written 
sequentially, the blocks between the first block and the last block are not fi:agmented and each has the 
three level, C1/C2/C3, error protection. Fragmentation is determined by checkmg whether the first 
sector within the initial physical block is the sector to be written. Fragmentation determines the initial 
multi-level encoder state. If there is no fiagmentation of the block, then all three preferred levels of 
error correction can be used, as shown in step 705. If there is some firagmentation, then at least the third 
level of error correction, C3, cannot be used. The first level of error correction, CI, or both the first and 
second levels of error correction, CI and C2, can be used, depending on the amount of fragmentation, as 
shown in step 704. 

At step 703, the read-modify-write (RMW) process optionally may be used when there is a 
fragmented block to help improve the quality of the encoded data. Although the RMW process is used 
at the cost of losing a revolution, it provides an effective ftiU C 1/C2/C3 error encoding protection of the 
fragemented block. If RMW is not an acceptable option, the data is encoded with two level, C1/C2, 
error protection or one level, CI , error protection, as indicated in step 704. Otherwise, at step 705, the 
encoding process applies the three level, C1/C2/C3, error protection. 

FIG.8 illustrates a flowchart describing the multiple level (ML), integrated sector format (ISF), 
error correction code (ECC) (ML-ISF-ECC) decoding process 800. 

At step 801 , the decoding process 800 receives a read command, similar to the write command 
described above for the encoding process, in the form of a logical block address (LBA) from a host 
operating system. The decoding process 800 translates the read command from the LBA to a physical 
location on a moveable storage medium. 

At step 802, the decoding process 800 attempts to decode the data using the first level of error 
protection, CI. 

At step 803, the decoding process 800 determmes whether or not the attempt at step 802 was 
successful. In the preferred embodiment of the present invention, at step 803, the decoding process 800 
considers the syndromes to determine the location and value of the data bytes in error. If the attempt at 
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step 802 was successful, then the decoding process performs a CRC check at step 809. Otherwise, the 
decoding process 800 attenq)ts to decode the second level of error protection, C2, at step 804. 

At step 804, the decoding process 800 attempts to decode the data using the second level of 
error protection, C2. 

5 At step 805, the decoding process 800 determines whether or not the attempt at step 804 was 

successful. In the preferred embodiment of the present invention, at step 804, the decoding process 800 
considers the syndromes to determine the location and value of the data bytes in error. If the attempt at 
step 804 was successful, then the decoding process 800 performs a CRC check at step 809. Otherwise, 
the decoding process 800 attempts to decode the third level of error protection, C3, at step 806. 
10 At step 806, the decoding process 800 attempts to decode the data using the third level of error 

protection, C3. 

1^., At step 807, the decoding process 800 determines whether or not the attempt at step 806 was 

2 successful. In the preferred embodiment of the present invention, at step 806, the decoding process 800 

considers the syndromes to determine the location and value of the data bytes in error. If the attempt at 
•3 1 5 step 806 was successful, then the decoding process 800 performs a CRC check at step 809. Otiierwise, 

the decoding process 800 initiates the data recovery process (DRP) algorithm at step 808. 
S Jf At step 808, the decoding process 800 carries out the DRP algorithm, as is well known in the art. 

L;,: At step 809, the decoding process 800 performs the CRC check, as is well known in the art. 

•KB? 

\^ Within the step 809 the decoding process 800, determmes whether or not the CRC check was successful. 

20 If the CRC check was successful, then the decoding process 800 outputs the decoded data. Otherwise, if 
Q the CRC check fails, then the decoding process initiates the DRP algorithm at step 808. 

i y In summary, the present invention provides a solution to the problem of using a physical long 

block error correction code (ECC) encoding and decoding scheme by providing a low check byte 
overhead on the hard disk drive (HDD), for data protection against mixed mode errors, while 
25 maintaining a 512 byte sector logical xinit corc^atible with present operating systems such as, for 
example, Microsoft Windows ® and Linux ®, without necessarily incurring the read-modify-write 
(RMW) process performance penalty. The solution is most effective for those storage applications that 
typically involve large block transfers, such as, for example, audio-visual (AV) ^plications, such as 
streaming AV data. The solution protects most of the data on the disk against large burst errors while 
30 maintaining on-the-fly (OTF) ECC protection against random errors for all of the data on the disk, 
without incurring the RMW process performance penalty. 

The ML-ISF-ECC process is a solution that permits the use of a long block, multiple-sector, 
multiple level ECC, at a low average check byte overhead, without requiring a change in the operating 
system standard and which does not require RMW. A fixed number, N, of 512 byte sectors are 
35 integrated in a multiple level physical multi-sector block ECC by a multitude of encoders whose check 
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bytes are stored and summed appropriately such as to generate shared multiple level check bj^es, 
protected by the OTF ECC, that can be employed for correction in the integrated long block of sectors, 
as required by the individual sector failures. Unlike the integrated interleaving technique disclosed in 
U.S. Patent No. 5,946,328, where simultaneous byte-by-byte summation of individual short codewords 
5 is required for the generation of shared check bytes, the ML-ISF-ECC process generates the ISF shared 
check bytes among N distinct 512 byte sectors by summing stored check bytes and not the data bytes. 
The check bytes obtained from encoding each individual sector by a multitude of encoders are stored 
and summed appropriately after all N integrated sectors have been separately encoded. Furthermore, 
with the ML-ISF-ECC process there is no limit on the number of levels of correction. 
10 When the number of sectors required to be written on the hard disk by the host operating 

system, which provides the initial and last logical block address (LBA), is not an integer multiple of N 
logical 512 byte sector units, the multiple level encoding operation may be partially disabled leaving 
only those levels of ECC, compatible with fragmentation, enabled. The performance degradation due to 
;3 RMW is thus avoided at the expense of reducing the ML-ISF-ECC from a multiple level ECC to a first 

:p 15 level OTF ECC for those long blocks that are fragmented. Specifically, for AV applications this is an 
2' excellent tradeoff as most data transfers involve very large data blocks and thus the fraction of the data 

not protected by the ML-ISF-ECC process will be very small. 

i r| 

' Control of the multiple level encoder during a write operation, as well as the control of the 

0 corresponding multiple level syndrome generator during a read operation, are determined by the LBA 
^ 20 integers represented by interface bit patterns. The personal computer (PC) host operating S3retem 

1 J j provides the LBA integers to the hard disk drive for each write/read command. In the ML-ISF-ECC 

process, the LBA integers determines the physical N-sector physical block alignment on the disk, the 
position of each N-sector physical block on the disk track, as well as the position of a single 5 12-byte 
sector within the physical block. 
25 In the preferred embodiment of the present invention, the implementation of a Reed-Solomon 

encoder and decoder is a matter of design choice, as other encoding and decoding techniques may be 
used. 

While the invention has been described with respect to a disk storage device as an illustrative 
embodiment thereof, it will be understood that various changes may be made in the method and means 

30 herein described without departing from the scope and teaching of the invention. Thus, the principles of 
this invention also pertain to the detection and correction of errors in linearly error correction encoded 
long byte strings, such as received from a communication system or the like. In the communication 
system, the units of information are preferably referred to as packet of information rather than sectors of 
information, as both sectors and packets represent units of information having predetermined amounts 

35 of information. 
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Hence, while the present invention has been described with reference to various illustrative 
embodiments thereof, the present invention is not intended that the invention be limited to these specific 
embodiments. Those skilled in the art will recognize that variations and modifications can be made 
without departing firom the spirit and scope of the invention as set forth in the appended claims. 

What is claimed is: 
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